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Abstract 

The paper proposes a model that evaluates the risk of a water distribution system looking to three aspects, namely; available 
pressure, water demand, and water quality. Three failure modes were considered for examining the risk. The risk has been 
defined imitating the original definition of Hashimoto’s vulnerability, and expressed as the failure magnitude with respect to each 
level of service provided at a certain location and during a certain period of time. When assessing the risk rather than focusing on 
just one aspect the overwhelming task has been used for better evaluation and mitigation of the overall risk. The model was 
developed using Analytic Hierarchy Process (AHP) coupled with Fuzzy Set Theory. The first assigns weight for each kind of risk 
that reflects its relative importance among the other risks. The second is a fuzzy building methodology that employs the assigned 
weight and others external information to harmonize all risks into a unique platform and allow one to obtain the system's overall 
risk. The model has been implemented and tested through the real network of Matera city. 
 
© 2016 The Authors. Published by Elsevier Ltd. 
Peer-review under responsibility of the organizing committee of the XVIII International Conference on Water Distribution 
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1. Introduction 

Water distribution systems (WDS) play a crucial role in supplying sufficient water to users with acceptable 
volume, pressure, and quality. These infrastructures are usually designed to fulfill base demands with additional 
capacity for emergency conditions. WDS must satisfy all consumers needs but are vulnerable to a range of failure 
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types that can occur during an intentional extreme events and compromise their normal functions. It is important for 
the utility managers to assess the component of the WDS in order to manage the threat. Normally, one would want to 
minimize the risk of undesirable consequences. In most cases it is not possible to completely eliminate risk; 
however, one can mitigate it. Furthermore, an effective risk assessment serves as a guide to the water service by 
providing a prioritized plan for security upgrades, modifications of operational procedures, and/or policy changes to 
reduce the utility’s critical assets. 

Previous studies were conducted to identify threats toward WDS, and more attention has been focused on 
vulnerability analysis. The most widely used and cited definition of risk of water resource systems may be the one 
by [1], though a similar concept has been applied earlier to show the sensitivity of a water supply system to drought 
[2]. [1] defined the risk as vulnerability measures of the probable damage subsequent to a failure. [3] defined risk as 
the degree of susceptibility and environment to hazards. In the same context [4] defined risk as the notion of 
susceptibility to a scenario whereas risk focuses on the severity of consequences to a scenario. [5] defined risk as a 
property associated with a component, a subsystem, or the overall water system to represent the possibility of being 
influenced by threats with given likelihoods and severities. [6] developed risk to quantify future water supply 
sustainability based on multiple scenarios. The integrity of any WDS to transport water to consumers depends on a 
number of factors that are strongly linked to each other, and as a result, when one kind of failure occurred it also 
influences the other type of failure. However, assessing the risk looking to lonesome service, it is likely to miss 
possible risk happening to other services. 

In this paper, a model has been proposed that evaluates the risk of WDS looking to three aspects, namely; 
available pressure, water demand, and water quality. Three failure modes were considered for examining the risk of 
WDS. The risk has been defined imitating the original definition of Hashimoto’s vulnerability [1], and is expressed 
as the failure magnitude with respect to each level of service provided at a certain location and during a certain 
period of time. For better evaluation and mitigation of the overall risk, the overwhelming task has been used rather 
than focusing on just one aspect of risk. The model was developed using Analytic Hierarchy Process (AHP) coupled 
with Fuzzy Set Theory. The first assigns weight for each kind of risk that reflects its relative importance among the 
other risks. The second is a fuzzy building methodology that employs the assigned weight and others external 
information to harmonize all risks into a unique platform and allow one to obtain the overall risk. To demonstrate the 
applicability of the current model, the methodology has been implemented and demonstrated through the WDS of 
Matera city (Basilicata). 

2. Methodology 

The development of the overall risk model requires i) estimation of available pressure, available flow and free 
residual chlorine at each node, ii) risk evaluation with respect to aforementioned aspects, iii) weight assignment 
through the analytic hierarchy process, iv) fuzzification of the estimated risks, v) aggregation of the risks; and vi) 
defuzzification and estimation of the overall risk. 

2.1. Estimation of the parameters 

The estimation of available flow, pressure and water quality is the starting point to initiate the process of the 
current methodology. An ideal approach is to investigate the quantity of water needed for each individual customer, 
the period of time they need water for, and the appropriate level of water quality that is suitable for their needs. In 
the current study, an approach called Demand Adjusted Epanet Analysis (DAEA) has been applied to estimate those 
parameters. [7] developed the model based on the standard Epanet hydraulic solver. It is a modified hydraulic 
analysis of Demand Driven but takes into consideration the influence of pressure condition on the allowed demand. 
The model is based on an iterative logical process, starting from a pre-assigning demand allocation (initial 
condition) and making a series of Demand Driven analysis where demands are calculated and adjusted according to 
three conditions as showed in Equation (1) [7,8]. 
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Q j

Qreq if H j H j,req

Q j,req

H j - Hmin

H j,req - Hmin

if Hmin H j H j,req

0 if H j Hmin

  (1) 

Where, Hj is the available pressure at node j, Hreq and Hmin are the required and the minimum pressure head of the 
service, respectively. Qreq and the Qj are the required and the actually delivered flow, respectively. 

The previously described model is integrated in the MIKE NET SOFTWARE. This latter is used to simulate the 
hydraulic and water quality analysis for an extended period simulation. The one dimensional advective reactive 
transport equation is used to predict the changes in chlorine concentrations along the pipe. 

2.2. Risks estimation 

Once the parameters have been estimated, now it’s time to calculate their related risks. A modified Hashimoto’s 
vulnerability definition is adopted in this study, as it is reported to be simple in implementation and calculation, and 
can handle different aspects by changing only few parameters. [1] defined the vulnerability as a measure of the 
magnitude of system failure. In this study risk is measured based on the threshold deviation experienced during a 
failure event at a particular node. In other word it provides a measure of failure severity for a particular aspect. Three 
risks are developed. 

 Risk related to flow (RQ,j), as shown in Equation 2 is determined by the gap between the available flow and 
required flow. 

RQ, j

Q j,req Q j Z j

Q j,req

;Z j

1 if Q j Q j,req

0 if Q j Q j,req
  (2) 

 
Where,  RQ,j is the flow risk index at particular node j, Zj is a coefficient which depends on the flow and may take 

0 or 1. 

 Risk related to pressure (RH,j), high water pressure is major cause of leaks, pipe damage, and wasted water. While 
some might consider high water pressure a good thing, water pressure that is too high can cause annoying and 
expensive damage. In this research, component is not considered at risk if the available pressure (Hj) is less than 
the required one (Hj,req). RH,J is determined by Equation 3. 

RH, j

H j H j,r eq K j

H j,r eq

;K j

1 if H j H j,r eq

0 if H j H j,r eq
  (3) 

 
Where, RH,J is the risk index related to pressure at particular node j, and Kj is a coefficient which depends on the 

pressure and may take 0 or 1. 

 Risk related to water quality (RC,j), as shown in Equation 4, is defined at each node by the ratio of the available 
free residual chlorine concentration to the required concentration.. 

RC, j

C j C j,req

C j,req

   (4) 
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Where, RC,j is the risk index related to water quality, Cj and Cj,req respectively, denote  the available and the 
desired chlorine concentration at node j. 

2.3. Weight assignment 

Weights assignment is very important step in multicriteria decision analysis (MCDA). In most cases, the relative 
importance of each kind of risk is subjective, and these subjectivities are usually assigned on the basis of 
consultation with decision makers and experts. Thus, the weights will be influenced by the knowledge of those 
consulted and by their preferences and biases. Analyzing the preferences, biases, and their possible treatments is 
outside the scope of this research. In this research, the analytic hierarchy process (AHP) technique has been applied 
as it is widely used around the world in a wide variety of decisions situations, and has been reported to be a simple 
and very effective subjective weighting method [9]. The foundation of the Analytic Hierarchy Process (AHP) is a set 
axiom that carefully delimits the scope of the problem environment [10]. It is based on the well-defined 
mathematical structure of consistent matrices and their associated eigenvector’s ability to generate true approximate 
weights [10]. The basic procedure to carry out the AHP consists of three steps. 

 Priority setting of the risk indexes and establishment of the judgment matrix: in AHP, preferences between 
indexes are determined by making pair-wise comparisons. For each pair of indexes, the experts are required to 
respond to a question such as “How important is the demand-risk index compared to pressure-risk index” using 
Saaty’s intensity scale. At the end of this step, a judgment ratio matrix (size∶ n × n) results, being based on the 
decision made on the number of compared elements (n) has been established as shown in Table 1. Where, n=3 
(three risks indexes) is the dimension of the pairwise comparison judgment matrix. 

 Computation of the priority vector: having the comparison matrix, now it’s time to compute the priority vector, 
which is the normalized Eigen vector of the matrix. The calculation of the priority vector is commonly performed 
by geometric mean technique. 

 Checking the consistency of the judgment matrix: AHP allows some inconsistency in the judgment because 
human is sometimes inconsistent. The consistency ratio is calculated as per the following steps: 
Step1; calculate the maximum eigenvalue λmax of the judgment matrix; 
Step 2; compute the consistency index CI: 

CI max n n 1   (5) 

Step 3; Calculate the consistency ratio CR: 

CR CI RCI    (6) 

Table 1. Judgment matrix. 

n = 3 3 RQ RH RC Priority Vector 

RQ 1 7 4 WRQ 69.55 % 

RH 1/7 1 1/4 WRH 7.54 % 

RC 1/4 4 1 WRC 22.90 % 

λmax=3.076; CI= 0.0380; RCI= 0.58; CR=6.6%.                     Sum = 1 

 
Where, RCI (Random Consistency Index) varies depending upon the order of matrix. For more details on RCI 

selection, see [10]. 
The standard rule recommended by Saaty [10] indicates that the CR should be less than or equal to 10% for 

decision makers to be consistent in their pairwise judgments. Saaty [10] has also shown that the closer the value of 
computed λmax is to n, the more consistent the observed values of the matrix are.  
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Once the consistency is checked, the vector of weight (Wi) that reflects the relative importance of each risk index 
could be accepted and plotted [11]. 

2.4. Fuzzification 

The main objective of this paper is to evaluate the overall risk of WDS. In literature, different techniques are 
proposed to harmonize different aspects and bring them into a unique platform. Fuzzy technique is applied in this 
study as it is reported to be the most sophisticated aggregation technique and to be easy in the implementation and 
programming. Fuzzy logic was founded in 1965 by Zadeh to solve the problem of approximate knowledge that 
cannot be represented by conventional method, especially when the measured data is vague and too imprecise to 
justify the use of numbers. As a solution, fuzzy technique provides a language with syntax and semantics to translate 
qualitative knowledge into numerical reasoning. The main phases of fuzzy set theory are: definition of membership 
functions (MFs), fuzzification of the risks indexes, and construction of the assessment matrix [12]. 

 Definition of the membership functions (MFs): This is the main step on which all the other subsequent operations 
are based. A MF is what maps the input space to the output space. There are many forms of MFs, such as 
triangular, trapezoidal, bell curve, and Gaussian. The most used are triangular and trapezoidal functions and are 
applied in this study due to their computation simplicity. As shown in Fig. 1, the triangular MF requires only 
three parameters (l, m, u) to be defined. The parameters l, m, and u respectively, denote the smallest possible 
value, the most promising value, and the largest possible value that describe a fuzzy event [13]. Each triangular 
fuzzy (TFN) number has linear representations on its left and right side whereby its MF is defined as following. 

TFN (x)

0 if x l
x l

m l
if l x m

u x

u m
if m x u

0 if x u

; ZFN (x)

0 if x l
x l
m l

if l x m

1 if m x m'
u x

u m'
if m' x u

0 if x u

  (7) 

However, the trapezoidal (ZFN) MF (Fig.1) requires four parameters (l, m, m’, u), where m and m’ are the most 
promising values, and the other parameters are defined as previously. The ZFN is represented by Equation 7. 

 

Fig. 1. Triangular (TMF) and trapezoidal (ZMF) membership functions. 



519 Rafet Ataoui and Ruggero Ermini  /  Procedia Engineering   186  ( 2017 )  514 – 521 

l l u l u l u l u

m m m m m

 Fuzzification: Usually, any performance scale consists mainly of two parts: numerical scale and linguistic scale. 
Any linguistic description is a formal representation of systems made through fuzzy set approach. It provides an 
alternative to describe and use human languages in related analysis system and approximates the reasoning of the 
decision-making problems [14]. For an absolute judgment, [15] recommended that the number of classes must be 
restricted to fewer than seven. There are many types of linguistic scales. For example, a five-point scale is widely 
used in the condition assessment process. In this paper, the MFs used to describe the risks indexes have five 
levels of granularity that range from zero to one, which are expressed through five linguistic variables, namely, 
Absent or very low, Low, Medium, High and Very High. The Absent or very low level indicates the minimum 
level of a system’s risk that is already achieved in many of the best-performing cities around the world and is 
close to zero, the Very high level indicates a system or component of higher risk.  Fig. 2 illustrates an example on 
how to plot the fuzzy numbers with their associated linguistic variables. 

 

 

 

 

 

Fig. 2. Fuzzification example 

At the end of this step an assessment matrix Mj (Equation 8) is obtained in which are plotted the fuzzy values of 
risk indexes under five granularity levels. 

M j

 ̂R H, j
 ̂R Q, j
 ̂R C, j

absent /verylow
RH

low
RH

medium
RH

high
RH

veryhigh
RH

absent /verylow
RQ

low
RQ

medium
RQ

high
RQ

veryhigh
RQ

absent /verylow
RC

low
RC

medium
RC

high
RC

veryhigh
RC

j

  (8) 

Where, ȒH, ȒQ, and ȒC, respectively, denote the fuzzified risk of pressure, flow, and water quality respectively, 
under five granularity levels. The global scale that describes the condition of overall risk is also established. This 
scale has been proposed to help decision maker in water main management to make an informed decision. The 
scale ranges from zero to one tending from the lowest to the highest component/system risk. Linguistically the 
overall risk scale was defined by five levels of granularity the same as established prior for the three risks 
indexes. 

 Aggregation: The aggregation consists of synthesizing the three fuzzified risks with their associated weight and 
thus permit the estimation of the overall risk at each node. The aggregation is performed through the assessment 
matrix Mj obtained previously by the fuzzification process, together with the vector of weight Wi presented in 
Table 1. The aggregation is carried as shown in Equations 9. 

ˆ R j M
j

WR H

WRQ

WRC

ˆ R j,absent/ verylow
ˆ R low

ˆ R medium
ˆ R high

ˆ R everyhigh j
  (9) 

Where, Ȓj is the fuzzified overall risk at particular node j under five granularity levels. 
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 Defuzzification: Is the procedure for determining the crisp value that is considered the most representative of the 
fuzzy set output. There are many defuzzification techniques, the most commonly used method is the Centroid 
method (also called Center of Gravity “COG”) and it is applied in this research. Applying COG method [16], the 
crisp value of the overall risk has been retrieved by Equations 10. 

R j

Res (x) x dx
x

Res(x) dx
x

 

  (10) 

Where, Rj is overall risk at node j. 
The estimated overall risk obtained from the model provides an overview risk of each single node at a specific 

time. However, this estimated risk could not provide risk for the whole WDS. For better risk assessment, it is 
important to consider the entire system in the evaluation process. To do that, Equation 11 has been used to estimate 
the system’s overall risk, where the required nodal demand over a particular time was used as a weighted factor in 
the aggregation process. 

Rt
sys

Q j,req R j
j 1

n

Q j,req

j 1

n

 

  (11) 

Where, Rsys is the overall risk of the WDS at a particular time step, and all the other parameters have their usual 
meaning as defined previously.  

3. Application 

The current research has been validated through the Matera’s WDS (Basilicata, Italy). The distribution network 
comprises 114 nodes connected by 144 pipes with a total length of 57.71 km. Water is fed by gravity from two 
elevated tanks (Jazzo Gattini and Serra Venerdì) with the total head of 474 m, and 433 m, respectively. MIKE NET 
software has been used for the hydraulic and water quality analysis for extended period simulation (24 hours) under 
normal operating conditions. The one dimensional advective reactive transport equation has been used to predict the 
changes in chlorine concentration along pipes. Fuzzy set theory and analytical hierarchy process has been performed 
using MS Excel and Matlab. Outcome results have been plotted on GIS (Fig. 3a), thus allowing to locate the faulty 
nodes across the network and providing an overview of the spatial and temporal distribution of the overall risk. 

Fig. 3a shows the overall risk of Matera’s water network. As can be seen by the figure in almost all nodes the risk 
is absent or low and this could be an indication of high management of the system, and reveals that the system has 
the abilities to provide the required services without interruption. Only few nodes (red point) show high level of risk 
(Fig. 3b), these nodes are considered as the most critical nodes in the network. As the model is hierarchical, it 
reveals that the high risk level is due essentially to the hydraulic parameters where demand has been the 
unfavourable factor since it has the most important impact. Under normal operating condition, the risk level 
obtained for the mentioned nodes is not acceptable and requires immediate intervention from system utilities in 
order to investigate the cause of low performance and take the corrective action to remedy the situation. 

4. Conclusion 

A global risk model that addresses the influence of hydraulic and water quality aspects on the responses of water 
distribution system was developed in this research. Three services namely; pressure, flow, and free residual chlorine 
concentration available at each node were considered. The estimation of those services was performed through a 
model called Demand-Adjusted Epanet Analysis (DAEA). Then, a model was constructed that begins by evaluating 
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Risk

a b 

three types of risk index based on the estimated services. In order to bring all the indexes into a unique platform and 
allow to obtain one index that depict the overall risk at each node, the model integrate the technique of AHP with 
fuzzy set theory. The first assigns weight for each index that reflects its relative importance among the other 
indexes. The second is a fuzzy building methodology that uses the assigned weight and others external information 
to harmonize all indexes into a unique index. The whole approach was demonstrated using the Matera’s WDS. From 
the results, the model was able to detect the faulty node and identify the weak area that may need appropriate 
strategies for planning and investment.    

Fig. 3. (a) Overall risk; (b) Critical nodes 

References 

[1] J. Van der Geer, J.A.J. Hanraads, R.A. Lupton, The art of writing a scientific article, J. Sci. Commun. 163 (2000) 51–59. 
[2] W. Strunk Jr., E.B. White, The Elements of Style, third ed., Macmillan, New York, 1979. 
[3] G.R. Mettam, L.B. Adams, How to prepare an electronic version of your article, in: B.S. Jones, R.Z. Smith (Eds.), Introduction to the 

Electronic Age, E-Publishing Inc., New York, 1999, pp. 281–304. 
 
[1] T. Hashimoto, J.R. Stcdinger, D.P. Loucks, Reliability, Resiliency and Vulnerability Criteria for Water Resource System Performance 

Evaluation, Water Resour. Res. 18 (1982) 14–20. 
[2] M.B. Fiering, Alternative Indices of Resilience, Water Resour. Res. 18 (1982) 33–39. 
[3] P. Buckle, G. Mars, New Approaches to Assessing Vulnerability and Resilience, Australian Journal of Emergency Management, 1(2000) 8-14. 
[4] B.C. Ezell, Quantifying Vulnerability to Critical Infrastructure Systems, Ph.D. Dissertation. Department of Engineering Management, Old 

Dominion University, Norfolk, VA, 2004. 
[5] Huipeng Li, Hierarchical Risk Assessment of Water Supply Systems. Ph.D. Dissertation. Department of Civil and Building Engineering, 

Loughborough University, Leicestershire, UK, 2007. 
[6] L.H. Huizar Jr, D. Kang, K. Lansey, A decision support system for water sustainable urban water supply, in:  World Environmental and Water 

Resources Congress, Bearing Knowledge for Sustainability, ASCE, Palm Springs , California, 2011. 
[7] R. Ermini, P. Ingeduld, G. Zuccaro, A Case Study of Water Distribution Network Reliability Assessment With Mike Net, in: P. Bertola, M. 

Franchini (Eds), Centro Studi Sistemi Acquedottistici. Management of Water Networks, Proceeding of the Conference of the Efficient 
Management of Water Networks, Design and Rehabilitation Techniques, Ferrara (Italy), 2006. 

[8] P. Bertola, M. Nicolini,  Evaluating Relaibility and Efficiency of Water Distribution Networks, in: P. Bertola, M. Franchini (Eds), Centro 
Studi Sistemi Acquedottistici. Management of Water Networks, Proceeding of the Conference of the Efficient Management of Water 
Networks, Design and Rehabilitation Techniques, Ferrara (Italy), 2006. 

[9] F. Zahedi, The analytic hierarchy process: A survey of the method and its applications, Interfaces. 16 (1988) 96–108. 
[10] T.L. Saaty, Multi-criteria decision-making: The analytic hierarchy process, 2nd ed. vol.1, RWS Publications, Pittsburgh, 1988. 
[11] R. Ataoui, R. Ermini, Overall performance of water distribution system: A methodology, Journal of Applied Water Engineering and 

Research, 3 (2015) 19–28. 
[12] R. Ataoui, R. Ermini, Resiliency Assessment Model, Procedia Engineering, 119 (2015) 1192 – 1201. 
[13] C. Kahraman, N.H. Demirel, T. Demirel, N.Y. Ates, A SWOT-AHP Application Using Fuzzy Concept: E-Government in Turkey, in: C. 

Kahraman, Fuzzy Multi-Criteria Decision Making, Springer US, 2008, pp. 85-117. 
[14] J. Lu, Multi-objective Group Decision Making: Methods, Software and Applications with Fuzzy Set Techniques, Imperial College Press, 

Chapter 5, Fuzzy Sets and Systems. 2007, pp. 77– 91. 
[15] W. Karwowski, A. Mital, Potential applications of fuzzy sets in industrial safety engineering, Fuzzy Sets Syst, 19 (1986) 105–120. 
[16] M. Sugeno, Fuzzy Control, North-Holland, 1988. 

 


