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Abstract: Recognition systems based on palm veins are gaining increasing attention as they are
highly distinctive and very hard to counterfeit. Most popular systems are based on infrared radiation;
they have the merit to be contactless but can provide only 2D patterns. Conversely, 3D patterns
can be achieved with Doppler or photoacoustic methods, but these approaches require too long of
an acquisition time. In this work, a method for extracting 3D vascular patterns from conventional
grayscale volumetric images of the human hand, which can be collected in a short time, is proposed
for the first time. It is based on the detection of low-brightness areas in B-mode images. Centroids
of these areas in successive B-mode images are then linked through a minimum distance criterion.
Preliminary verification and identification results, carried out on a database previously established
for extracting 3D palmprint features, demonstrated good recognition performances: EER = 2%, ROC
AUC = 99.92%, and an identification rate of 100%. As further merit, 3D vein pattern features can be
fused to 3D palmprint features to implement a costless multimodal recognition system.

Keywords: biometrics; 3D ultrasound imaging; palm vein; image processing

1. Introduction

With the increasing importance of information security in every aspect of our lives,
biometrics is becoming one of the most popular and promising authentication techniques
because traditional methods, based on smart cards and passwords, carry the risks of being
stolen, lost, or forgotten. Biometrics is the science of identifying or verifying a person’s
identity based on physiological or behavioral characteristics. There is a wide variety of
biometric features that can be used in different applications, including face shape and
geometry, fingerprint, iris, palmprint, gait, and voice. Palm veins are gaining more and
more attention because of their uniqueness and distinctiveness (even identical twins have
different palm vein patterns). Additionally, veins lie underneath the skin, and thus, it is
unchangeable and difficult to counterfeit [1–4].

The most common technologies used to collect palm vein images are near-infrared
(NIR) and far-infrared (FIR) radiation. NIR is considered better than FIR because it is more
tolerant to environmental changes (temperature or humidity) [5–7]. On the other hand, NIR
‘faces the problem of pattern corruption because of visible skin features being mistaken for
veins’ [8]. IR technology is easily acceptable by users because it is contactless but, on the
other hand, it allows one to collect only 2D patterns.

Ultrasound is a well-established technology in medical diagnostic imaging as it allows
one to achieve accurate 3D images of human organs in a non-invasive way. This capability
can be profitably exploited for biometric recognition as well. In addition, ultrasound
systems have other peculiar merits, including the ability to detect the liveness of the
sample, which make them practically unspoofable, insensitivity to ambient conditions,
such as thermic, illumination or humidity variations, and insensitivity to several kinds of
skin contamination (grease, ink).
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Several ultrasonic devices have been studied and developed for biometric purposes [9].
The majority of attention was devoted to fingerprints [10–12], but other characteristics like
palmprints [13] and hand geometry [14–16] have also been investigated. Additionally, 3D
vein patterns were extracted using power Doppler techniques [17–19] and photoacous-
tics [20–23]. However, even if quite accurate patterns were achieved, the acquisition time
proved to be too long for both technologies.

Palm veins are exploited in multimodal systems together with other characteristics,
especially palmprints [24–27]. This modality, also called biometric fusion, allows to improve
the performance of the biometric system in terms of recognition accuracy, universality
and security.

In this work, a recognition system based on a 3D vascular pattern extracted from
conventional grayscale volumetric ultrasound images is proposed for the first time and
experimentally evaluated. This approach has twofold merit: the acquisition time is con-
tained in less than 5 s, and the collected volumetric image can be exploited to extract
other independent biometric characteristics, such as palmprints [28,29] and/or inner hand
geometry [14], upgrading the recognition system to a multimodal one.

Hereinafter, Section 2 presents the experimental set up used for collecting volumetric
ultrasound images of a portion of the human hand, Section 3 describes the proposed
method for extracting 3D vascular pattern, Section 4 reports the results of verification and
identification experiments, and Section 5 contains the conclusions and a discussion on the
perspective of future works.

2. 3D Image Acquisition

Firstly, 3D ultrasonic images of the human hand used for extracting vascular patterns
were collected in a previous work to implement a biometric system based on 3D palm-
prints [29]. The setup was composed of a commercial ultrasound probe with a frequency of
12 MHz (LA435 by ESAOTE) connected to a CNC pantograph and driven by the ultrasound
research scanner ULAOP [30]. The acquisition procedure involves the user dipping his
hand in a basin of water with the palm facing upwards while the probe, also immersed in
water, is mechanically moved in the direction from the wrist to the end of the palm (fingers
excluded), while the system continuously acquires B-mode images. Subsequently, in a
post-process phase, they are grouped in a volumetric image of 25 × 38 × 11 mm3. This 3D
image is described by a 3D matrix V(X,Y,Z) of 542 × 814 × 238 voxels. The brightness of
each voxel is represented in an 8-bit grayscale, where black indicates the complete absence
of wave reflection (value 0), while white corresponds to a full-wave reflection (value 255).
Figure 1 shows a 3D rendering of a collected sample. In addition to palmprint, other fea-
tures can be extracted from the same volume for biometric recognition purposes, including
vascular patterns, which can be achieved by detecting “dark” regions in a B-mode image
similar to the one highlighted with red circles in Figure 1.

Figure 1. Example of a volumetric image of a human hand region; the red circle indicates a vein.
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3. Feature Extraction

The procedure for deriving a vascular pattern is based on the identification of vein
centroids in each of the B-mode images collected along the y-direction. These centroids
are then linked on the base of the minimum distance criterion. Figure 2 shows a collected
B-mode image. As the user’s hand and the probe are both immersed in water, the image
shows a very dark layer corresponding to water.

Figure 2. A B-mode image used for vein centroid identification.

As is known, ultrasound images are strongly affected by speckle noise, which is
generated when an ultrasonic wave hits an acoustic interface smaller than its wavelength:
soft tissue cells act as independent sources of ultrasound waves, scattering the gained
energy in all directions. Depending on other scatterers’ positions, diffuse ultrasonic waves
may undergo constructive or destructive interference (based on the wave phase), resulting
in an increase or decrease in ultrasonic energy returning to the probe [31,32]. Several
techniques have been proposed in the literature to reduce speckle noise without destroying
important image information [33,34]. In this work, a speckle-reducing anisotropic diffusion
(SRAD) filter, which is effective and has been successfully used in a previous work with
similar images [35], has been adopted based on the following iterative formula [36]:

In+1
i,j = In

i,j +
∆t

4
+ qn

i,j (1)

where In
i,j indicatesthe pixel at position (i, j) at step n, ∆t is time step size and qn

i,j identifies
the edge structure of pixels adjacent to the one considered.

SRAD is sensitive to filter window shape and size: according to Ref. [31], a square
window is typically applied, and its size depends on the scale of interest. The choice
of the parameters n and ∆t, as well as window dimension, is crucial to optimize image
quality. In this work, the optimum set of parameters for the SRAD filter was determined in
a heuristic way, i.e., by maximizing recognition results, which has been achieved with a
50 × 50 window, number of iterations n = 40, and time step ∆t = 0.1. Figure 3a shows
the achieved results. For comparison, the image obtained by setting a 60 × 60 window,
∆t = 0.5, and n = 60 is reported in Figure 3b. As can be seen, in this latter case, over-
smoothing occurs, and edges are blurred, damaging image quality.

(a) (b)

Figure 3. (a) Image obtained by applying an SRAD filter with a 50 × 50 window, ∆t = 0.1, n = 40
(used in this work). (b) Image obtained by applying an SRAD filter with a 60 × 60 window, ∆t = 0.5,
n = 60, which produces excessive smoothing and blurred edges.
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The next operation is binarization. In previous works [37,38], a global threshold was set
based on heuristic considerations. However, this approach is suitable only if images under
analysis have more or less the same characteristics in terms of illumination and contrast.
For better accuracy, an adaptive threshold is preferable: it is chosen according to the grey
tones of each image based on some local statistics. Several binarization methods can be
found in the literature [39]. In this work, two well-established types of adaptive threshold
binarizations have been experimented with: mean value and Ridler’s threshold [40,41].

Mean binarization provides that, for each B-mode image, the threshold is given by the
arithmetic mean (µ) of all its pixels, as follows:

µ =
1
N

N

∑
i=1

Ai (2)

where Ai is the i-th pixel value, and N = 542 × 238 is the number of pixels in the image. An
example of pixel value distribution in a B-mode image is shown in Figure 4.

Figure 4. Example of pixel value distribution in a B-mode image.

Ridler’s threshold is calculated by the following iterative algorithm: [42]:

1. An initial threshold T0 is established according to Equation (2);
2. All pixels below T0 are placed in a set, called A for simplicity; the others are placed in

a set B.
3. For each set, thresholds, denoted as TA and TB, are calculated by averaging pixels

values contained in each;
4. The new reference threshold T1 is given by the average between TA and TB.

The algorithm ends if T1 is equal to T0; otherwise, steps 2, 3, and 4 are executed until
equal thresholds are obtained in two successive iterations.

Binarization results obtained with mean and Ridler’s threshold are shown in
Figure 5a,b, respectively.
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(a) (b)

Figure 5. Binarized image obtained by using (a) mean threshold and (b) Ridler’s threshold.

Subsequently, a complementary image is derived to have pixels corresponding to the
vein with value 1, which is a need in the next operation; some morphological operations [43]
are then performed. The selection of the range of the connected components that are a
candidate to be recognized as the vein is first performed by removing areas too wide (>1600)
and too small (<129). These values were set in a heuristic way by analyzing all the images
in the database and by accounting for vein dimension and produced significantly different
results from those used in a previous work [38]. If no related component is found, the
search range is extended, and the lower threshold is set to 50. Note that upper and lower
limits have to be fixed to filter connected regions that are not related to a vein. As can be
seen in Figure 5, there are connected regions too wide (see, for example, in the top and
the bottom of the image) or too small (almost everywhere) to be considered as a vein. A
closing operation is then performed to fill small holes in connected regions. Once connected
regions are identified, centroids are calculated.

To the authors’ best knowledge, this is the first work where hand vein patterns
are extracted from greyscale ultrasound images for biometric recognition purposes. The
analysis is therefore focused on a single pattern to verify extraction accuracy by comparisons
with C-mode images extracted at various depths and to gain confidence in the recognition
capability by performing preliminary experiments.

In Figure 6, centroids are indicated with red dots. Then, the image from which the
pattern begins is opportunely cropped to contain computation time, and the mean point of
the new image, indicated in the Figure with a blue dot, is calculated. The starting point of
the vascular pattern is the centroid with the smallest Euclidean distance from the midpoint,
highlighted with a green circle in Figure 6.

According to the Djikstras algorithm [37,44], the 3D vascular pattern is achieved by
linking the centroid selected in image n to the one of image n + 1 that has the smallest
Euclidean distance from it. However, it may happen that no connected regions, and hence
centroids, are found in image n + 1 that are sufficiently close to the centroid in image n. To
hold this problem, the following strategy has been devised and experimented with: only
centroids that are no more than 12 pixels away on the z-axis and 15 on the x-axis from the
reference centroid of the previous image are considered valid.

If no centroid is found in image n + 1, then the XZ coordinates of the one detected
in the previous image (n) are assigned. If this condition occurs for j consecutive images,
coordinates of missing centroids are calculated through interpolation from those of cen-
troids in images n and n + j. Based on a heuristic analysis of the images in the database, a
further crop is performed, and only 461 B-mode images are analyzed, from the 200th to
640th, which is the central part of the palm where veins are clearly detectable.
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Figure 6. Cropped region used for vein extraction. The selected centroid (highlighted with a green
circle) is the one closest to the center of the selected region (blue point).

An example of a pattern obtained is shown in Figure 7. In order to provide a first
validation of the accuracy of the method, a 2D pattern is obtained by projecting a 3D pattern
on the XY plane (Figure 8a). This 2D pattern can be compared with a C-mode image, i.e.,
an XZ plane extracted at a depth of 6.28 mm from the acquired volumetric image, shown
in Figure 8b. As can be seen, the two patterns are very similar. However, this kind of
comparison can be done only in particular cases, i.e., when the 3D pattern has a very low
slope in the z-direction, as in the analyzed example, and the whole pattern be found in a
single C-mode image at a certain depth.

Figure 7. An example of 3D vascular pattern with a slight slope along z.

(a) (b)

Figure 8. (a) A 2D pattern obtained by projecting the 3D pattern of Figure 7 on the XY plane;
(b) C-mode image extracted at 6.28 mm of depth.
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In a more general case (see Figure 9a), when the slope along z of the vascular pattern
cannot be neglected, several C-mode images extracted at adjacent depths have to be
analyzed to verify the similarity between the two patterns. In this case, the projection of
the pattern on the XY plane (see Figure 9b) is compared with C-mode images extracted at
several depths as shown in Figure 10; in this case, a good agreement is also observed.

(a) (b)

Figure 9. (a) Example of 3D pattern with non-negligible slope; (b) 2D pattern obtained by projecting
3D pattern on XY plane.

(a) z = 8.31 mm (b) z = 8.73 mm (c) z = 9.19 mm

Figure 10. C-mode images of sample in Figure 9a at different depths.

4. Performances Evaluation

Recognition performances have been evaluated by executing verification and iden-
tification experiments on a preliminary database composed of 64 acquisitions extracted
from 22 volunteers, which is a relatively small subset of a larger database established for
palmprint recognition in [29].

The subset contains all 3D images where the selected vein pattern can be found. All
other 3D images in the database used in [29], which was established to extract palmprint
features that are located in the outermost layers of the palm, presented regions too thin to
contain a complete vein pattern. An example of acquisition unsuitable for the extraction of
the palm vein selected in this work is shown in Figure 11.

One of the objectives of this work is to verify if 3D vascular pattern templates provide
more accurate recognition results than 2D ones. To this end, matching scores to evaluate
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the similarity between two templates are defined for both 2D and 3D cases by following a
pixel-to-area approach [45]:

Score(A, B)2D =
2

MA + MB

n

∑
i=1

m

∑
j=1

[A(i, j)⊕ B(i, j)] (3)

Score(A, B)3D =
2

MA + MB

n

∑
i=1

m

∑
j=1

o

∑
k=1

[A(i, j)⊕ B(i, j)] (4)

where A is the reference template in the database, and B is the template under test. MA and
MB represent the sum of all pixels with value “1” in A and B, respectively.

Figure 11. Example of acquisition discarded due to the presence of too thin of regions to contain a
complete vascular pattern.

In the 2D case, possible misalignments of the hand during the acquisition are taken
into account by performing small translations along x and y and rotations of the test image.
As the 3D case is concerned, only a few translations were performed to save computation
time. The maximum score obtained is the one used in statistic analysis.

4.1. Verification Experiments

The recognition modality called “Verification” determines whether an individual
turns out to be who he claims to be. Verification systems perform one-to-one comparisons
between a test template, extracted from a sample released by a user, and a stored reference
template, corresponding to the claimed identity. Performances of the 2D and 3D methods
are evaluated by comparing each template with all the others. In this way, a much higher
number of scores (2016) than those achievable with the standard reference-query method is
obtained [29]. As is known, a genuine score is the result of a comparison between templates
belonging to the same user, while an impostor score is from different users.

There are two types of errors in biometric systems: false acceptance rate (FAR) and
false reject rate (FRR), i.e., the frequency of mistakenly accepted non-legitimate users and
rejected legitimate users, respectively. Different feature extraction techniques are compared
through the receiver operating characteristic (ROC) curves, which plot 1-FRR vs FAR [46,47]
(see Figure 12). A method is more accurate the closer its ROC curve is to the upper left
corner of the graph.

In this work, two parameters that are often used to synthetically evaluate recognition
performances of the various extraction techniques are examined: the area under the ROC
curve (AUC) [48] and the equal error rate (EER), which is the error when FRR = FAR. Table 1
reports achieved values of EER and AUC for all the experimental methods. As can be seen,
the results are satisfactory for every case. In particular, the use of the proposed SRAD
filter always improves recognition results while the two binarization methods are almost
equivalent, with a slight preference for Ridler’s method. Furthermore, results demonstrate
that the 3D template in any case provides better recognition performances than the 2D one.
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The best results were achieved by using the SRAD filter, Ridler adaptive threshold, and 3D
template: EER = 2% and AUC = 99.92%.

Figure 12. ROC curves computed for all analyzed methods.

Table 1. EER values for the various recognition methods.

2D EER (%) 3D EER (%) 2D AUC (%) 3D AUC (%)

Mean 3.7 3.06 99.85 99.85
SRAD and mean 3.02 2.8 99.87 99.90

Ridler 4 3.05 99.79 99.80
SRAD and Ridler 3.05 2 99.87 99.92

4.2. Identification Experiments

In the identification modality, the system performs a one-to-many comparison to
recognize an unknown individual searching through templates stored in the database. In
this work, identification experiments were executed by comparing each template with all
the others in the database. Results were grouped in 64 tables: each table contains 63 scores
sorted in descending order.

The identification rate is calculated as the ratio between successful experiments, i.e.,
when all genuine scores are higher than all impostor scores and total experiments for any
recognition method. Results are summarized in Table 2. As can be seen, the use of the
SRAD filter and 3D templates allows us to achieve an identification rate of 100%. It is also
appropriate to highlight that 3D performances are worse than 2D ones if the SRAD filter is
not used.

Table 2. Identification rates for the various recognition methods.

2D (%) 3D (%)

Mean 95.23 93.65
SRAD and mean 98.41 100

Ridler 95.23 93.65
SRAD and Ridler 95.23 100
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5. Conclusions

In this work, a biometric recognition system based on palm vein patterns extracted
from conventional 3D grayscale ultrasonic images is proposed for the first time and ex-
perimentally evaluated. The proposed feature extraction method is basically based on
the detection of low brightness areas in B-mode images. The selected centroids are then
linked using a minimum distance criterion. Only one vascular pattern is extracted from
each sample.

Different image processing methods were experimented with, differing in the kind of
filter and adaptive threshold used. Recognition capabilities were evaluated by performing
verification and identification experiments on a preliminary homemade database. Results
demonstrated good recognition performances in both modalities and for all experimented
methods even if results should be confirmed by experiments on a wider database. In
particular, the best results are obtained when an SRAD filter is used to reduce speckle noise;
in this case, 3D features, which are a peculiarity of ultrasound over infrared techniques,
always provide better results than 2D ones.

A procedure for extracting all vascular patterns present in the collected region is
currently under study, which allows us to utilize a much higher number of samples from
the database [29] and, consequently, to provide more reliable results. Furthermore, alterna-
tives to the whole feature extraction procedure, including anti-speckle filters, binarization
methods, and machine learning methods for vein segmentation, are being evaluated.

A major merit of the proposed vein pattern recognition system relies on the possibility
to implement a costless multimodal system by operating a fusion between 3D palmprints
and 3D vein pattern as the two features are extracted from the same collected volume.
To this end, an approach similar to that presented in [49], which has demonstrated its
capability of dramatically improving recognition performances of hand geometry and
palmprints extracted from the same volume, is being tested.

The system also exhibits the other advantages of ultrasound, such as its capability to
not be sensitive to many kinds of surface contamination, humidity, environmental light,
and temperature, and, overall, to detect the liveness of the sample.

Finally, to overcome a significant drawback of the proposed system that may limit its
acceptability, i.e., the user has to get his hand wet, the possibility to extract vascular patterns
from volumes collected with an acquisition system that uses gel as a coupling medium
is under investigation, as has been successfully done for palmprints [50–52]. This system
allows a comfortable positioning of the hand and, as the hand is in contact with gel, it is
acceptable to users in a post-pandemic world. The proposed recognition system is intended
for high-security applications. In such a perspective, the cost and encumbrance can be
widely contained. In fact, a single-stepped motor can be used instead of the pantograph,
and probes based on the emerging and potentially cheap MEMS technology [53,54], which
is nowadays showing up in the market [55], could be employed.
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