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Abstract—Non-cooperative target location is accomplished by about the signal and noise spectral properties. In fact, the
means of multiple passive radar receivers deployed in the GCC is based on the ideal assumption of a perfect a-priori
region of interest and that detect the delayed replicas of ta knowledge of the signal and noise spectra used to prefileer th
signal emitted by the target and estimate the time differene . - . : Lo . .
of arrival. However, in realistic scenarios, some of the inglved |ncom|n-g signal. This Operat'_on is applied to the §|gngbsro
sensors could not correctly work if the sensor is victim of correlation and then such a filtered cross-correlationcetqu
intentional/unintentional interference and/or physical damage to estimate the signal delay. In the case of non-cooperative
of the device or its communication link. Thus, procedures fo targets, the assumption required by the GCC is no longed vali
failure detection become of primary interest to discard the and, hence, it is not possible to filter the cross-corretatis

measurements related to the out-of-order sensors. The appach GCC miaht . f
proposed in this paper identifies sensors under failure fromthe a consequence, might experience a severe periormance

analysis of the errors in the equation system implemented to degradation §]. This limitation is overcome in § where
estimate the delays. More precisely, we first compute the seed a delay estimation method, that intrinsically implemerits t

and fourth order correlations (namely, cross-correlation and GCC filter without prior information, is designed. Such a
cross-cross-correlation, i.e. the cross-correlation beteen signals method goes beyond the classic cross-correlation and iexplo

cross-correlations) of the incoming signals to build up thesystem ticular fourth-ord lati bet i
of equation. Then, we perform a sequential cancellation ofte a particular tourth-oraer correlation between Sensor &gn

equations that experience the highest errors. A statistidatest name')’_ the cross-crogs-correlation (CC_C), i.e., the €ross
based on the number of canceled equations related to a specifi correlation of each pair of cross-correlations of the nesei

sensor is used to state whether or not the specific sensor iSsignaIs, to improve the estimation accuracy. In fact, such a

under failure. Finally, the performance of the entire failure  athoq jeads to an increment of the equations involved in the
detection architecture is assessed by numerical simulats also in . .
estimation process.

comparison with a heuristic method based on the percentagesf . . .
canceled equations and its standard counterparts not perfoning The main drawback of the aforementioned methods arises

any outlier screening. in realistic scenarios, where some measurements could be
Index Terms—Delay estimation, outlier cancellation, sen- aﬁected by outliers, leading to_ a possibl_e performanceaieg
sor failure, cross-correlation, time difference of arrivals, pas- dation or even to a nonworking condition of the sensor. A
sive/green radar. sensor failure might occur when it is affected by intentiona
and/or unintentional interference or physical damagesef t
device or its communication link. Generally speaking, salve

strategies have been developed over the years to cope with th

T IME dlffere_nce of arrival (TDOA) is often exploited by problem of outliers identification in TDOA-based localipat
the emerging gre_e_n/p_asswe radﬁr '_[echnology _for nofb]—[lﬁf]. However, it would be indispensable to guarantee the
cooperative target positioningJf-[5]. This is done by inter- ¢qvect functioning of the entire system, not only by remgyi
polating the TDOA measurements associated with the replicg yiers from measurements, but also by establishing ifame
of the radar/communication signals emitted by the targelt a, o sensors are under failure. Therefore, in such a siyati

intercgpted by a.set- of receiving SEnsors. The time.of a_srivzf\t is important to implement procedures aimed at identifyin
u_sed n the localization process are obtained by estlm_a‘mag fajlure conditions in order to excise all the measurements
time instants where the peaks of the cross-correlation (Cgéquired by the damaged sensors

between the incoming signal and a reference oneche[fl.  \\ith the above remarks in mind, this paper proposes the

To improve the estimation accuracy, the generalized Croggssion of a methodology for the identification of sensor fa
correlation (GCC),@ applies a f|.Iter to the replicas compu_tlngure in the context of passive radars. In particular, the otkth
Fhe cross-correlatllons. The main Qrawbe}ck of Fhe,GCC,: IS tIﬁl’%nsists of a two-stage algorithm, where in the first stage th
it has a low practical value since it requires prior inforioat outliers are identified and in the second stage a statigtical
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I. INTRODUCTION
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estimates. Then, a sequential procedure for outlier detectwheret; is the unknown delay at receiver s(-) € C is the
and cancellation based on the highest values of the mearknown signal transmitted by the target,e C is a scaling
square error (MSE) is invoked. Once the outlier equatiors dactor accounting for propagation effects between theetarg
canceled, the method stores the number of excised equationand thei-th node as well as the transmitted power, an¢) <
which each sensor was involved (these numbers are condideeis the noise contribution at théth sensing node that is
warning scores). The second stage of the algorithm is thassumed to be uncorrelated witfy).
a statistical test based on the assumed distribution of thdt is important to observe that as ir8][ the considered
warning scores associated with each deployed sensor. Ofreenework assumes that the receivers are synchronized in
a sensor failure is detected, all the equations related tothe time and frequency domain. However, in practice, the
are removed from the entire overdetermined system (in faeffects related to time and/or frequency synchronizatioore
inhibiting the functioning of the specific sensor) and thelffin should be accounted for. To this end, notice that the time
delay estimates are derived from the resulting reduceal-sg/nchronization error can be mitigated by resorting to GPS
system. Numerical simulations are conducted to demomstraignals or a common synchronization signal transmitted ove
the effectiveness of the proposed method also in comparisonvired connection. Moreover, as to the frequency synchro-
with a heuristic approach that makes use of the percentagézation it is worth observing that, since each receiversuse
of canceled equations to set the detection threshold. Iizinalts own local oscillator, the oscillator frequencies can be
the root mean square error (RMSE) of the estimated deladifferent from each other. Now, two issues could arise: 1)
is used to assess the performance of the whole methodhmw ensuring the same initial phase, 2) how maintaining the
both scenarios with and without sensor failures, showisg isame oscillation frequency for downconversion. The firstiés
gains over standard counterparts not performing any outliean be solved sending a temporal pilot synchronizationasjgn
screening. whereas the second can be addressed through one of the
The reminder of the paper is organized as follows. Ifollowing strategies: a) one receiver estimates the cahwd
Section Il the formal statement of the estimation problerthe spectrum, after Doppler compensation, and then shaees t
is provided for both CC and CCC-based methods. Sectiwalue with the other receivers; b) each receiver compessate
[Il describes the proposed algorithm including the statisticlhe Doppler and performs the centroid estimation by itself
method for failure detection. Sectidl shows and discusses(see also footnote 1). The TDOA estimation problem of the
some illustrative examples. Finally, Sectidhconcludes the signals measured by the sensors can be written in terms of
manuscript and draws some hints for possible future rekeathe following matrix equationd]
lines. .
i b1
Il. DELAY ESTIMATION IN PASSIVE RADAR WITH X : =1:1|- @)

MULTIPLE RECEIVERS ta—1 bo

For the reader’s convenience, in this section we briefWhereISl BQ are Q measurements wittp > M derived
review some recent location methods using passive netwogks, the’ po7sition of the maximum in the magnitude of all
[€] whose robustness to sensor failure is enhanced through the possible correlations between thé signals, including

strategy devised in Sectidil. _ the classical second-order CC and (optionally) the foorther
A passive location system estimates the target position BY=c yecently introduced ing[. Moreover, X € RQ*(-1)

processing suitable measurements related to thel targt‘&l&gs a sparse matrix that assumes nonzero elements according
and collected byl > 2 noncolocated sensors. This scenarig; the indices of the signals involved in each correlation.

is illustrated in Figurel, where multiple sensors are used t&he number of rows) depends on which algorithm is used
localize a target. Moreover, the picture also shows a plessib

status of failure that could occur for one or more sensors.

Assuming an anechoic scenario, the signal received at the target 2=—=%
i-th detection nodey;(-) € C, and sampled at time instants \
nT, with n € N andT the sampling period, can be described k
as

node 0 &
(reference node) node M — 1

ri(nT) =vis(nT —t;) + wi(nT), i=0,...,M—1, (1)

1 .
The proposed S|_gnal model does not accour_]t_for the Doppia!tpqoent node 1 g
that could be also included, therefore, generalizing tlesscorrelation to x —_ ( °®

the cross-ambiguity function. However, it is worth obsegvihat, in practice, node f
for short-time observation intervals, the Doppler compdr@n be neglected
especially when the bandwidth of the receiver is much grehga the Doppler
shifts generated by the non-cooperative target. Conyerselthe presence
of narrowband radars or if much more data are employed fagmation, Figure 1: Graphical illustration of a passive/green radarkw
some preliminary procedure for Doppler compensation isired before the . inciol

application of any algorithm for time delay estimation. Ing principle.

failure possible

interference
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among CC, CCC, or even both of them (say CCC3) The « unintentional disturbance (such as noise spikes as well
overdetermined systen2)(can be solved resorting to the least  as other communication systems working in the same

squares (LS) approach. frequency band),

Finally, it is worth highlighting that, in scenarios of ptaal « malfunction of one or more sensors/communication links
interest, some measurements might be impaired by hard- (e.g., hardware failure or synchronization problems), as
ware/software anomalous behavior, environment intenfeze well as Non Line-Of-Sight (NLOS) propagation.

or intentional attacks. In such cases, LS-based appro&@hes Therefore, the method, after solving the CC/CCC/CCC2
to experience a performance degradation since they retgidblem, provides the conventional delays estimates heget
a suboptimal solution that does not account for possibiith the errors associated with each equation. Then, tha-equ
outliers in the measurements. In order to face these sinsti tions Sharing the h|gher errors are removed before Con'm)atin
anomalous estimates can be detected and the correspongli&ig solution of the reduced-size system of equations. ltigear
measurements can be discarded from the available data- Mepgr, the proposed architecture is based on a first weakeoutli
over, the sensor responsible for these discarded measat®mgquations cancellation followed by a strong outlier eqrati
can be disabled and declared to be in failure state. cancellation (more details about the equation Canceﬂai‘o-
With the above remarks in mind, in the next section, an algeedure are given in Sectidh-A ). Once the cancellation of the
rithm aimed at increasing the robustness of the CC/CCC/CC@atlier equations is performed, the detection of a failetsse
in the presence of outliers and/or sensor failures is dévise is accomplished (see SubsectibhB). Then, if a sensor is
detected to be under failure, all the measurements coming
from it are rejected. This is done removing all the equations
in which that sensor is involved and the final reduced-size

The proposed framework is based on the idea of excisiﬁ&/CCC/CCCZ problem is solved providing the robust delay
those equations affected by anomalies by marking them @&imates.
outliers in the overall set of equations. Every equation derives Additionally, for the sake of comparison, a heuristic tires
from correlations between a subset of sensors, and wHdf setting method for the warning score is also described in
classified as outlier, it can give a hint (i.e.,warning) of Subsectionll-C. More precisely, a sensor failure is declared
possible failure of the sensors associated with that eguan I the warning score exceeds a parametric pre-fixed quota
the absence of sensor failures, the erroneous equatiéely (li (independent of the score distribution) of the total numtfer
due to noise effect) produce randomly distributed outliecs equations of the original system in which the specific sensor
that thewarning scores (i.e., the sum of all ascribed warnings)S involved.
among the sensors are expected to be statistically uniform!n all cases, in the presence of sensor failure declaration,
Conversely, sensor failure should cause a higher peak in the estimated delays only belong to a set indexing correctly
warning score of the faulty sensor. Therefore, testing lier t WOrking sensors, namely; ¢ g, with Qy = f1, f2, ... the

Warning score can result in an effective metric to detettfai set of indices of sensors under failure. On the other hand, if
situations even under noisy scenarios. no sensor is declared under failure, only the measureménts o

To this end, the warning score of each sensor is tha0Se equations labeled to be outliers are rejected. Theeent

number of equations identified amitlier equations (at the procedure is summarized in Algorithdy with reference to
previous step) selected from a set of equations associated: CCC, and CCC2.

with the sensor under consideration. Once the warning score—— , _ ,

are computed, the algorithm makes a test on the number’%@or'thm 1 Procedure for ro_bust delay e'_stlmatlon in the
warning scores to decide for a possible sensor failure. In presence of possible sensor failure.

order to improve TDOA estimation performance, the equatiof’Put: Received signals at each sensgri = 0,..., M — 1.
identified as outliers or associated with sensors undeurgail Output: Estimated time delays;, with i ¢ €2y, set of failed
can be finally canceled in the original overdetermined sgsteS€NSOrsly.

The block scheme of the proposed methodology is depicteét Construct the model matrix and the measurements vector
in Figure 2. This scheme can be applied considering one from the peaks’ positions of the cross- and/or cross-cross-
of the aforementioned CC, CCC, and CCC2 algorithms. The correlations;
algorithm starts with the acquisition of the measurementsnif 2: Solve CC/CCC/CCC2 problem;
each receiving sensor node(nT), i = 0,...,M — 1. After 3 Compute equations errors;
signals acquisition their respective cross- and crosssero 4: Identification and cancellation of the outlier equations
correlations are computed. These are then gathered tagethe from the system of equations through Algorittn
to construct the system of equations from which the delay: Identification of the failed sensors through Algorittgn
estimates can be obtained. Once the system of equations sif Failures are declarethen
formed, it could happen that some of them significantly diffe 7:  Cancellation of all the equations related to the identified
(in the sense of their high delay estimation errors) from the  failed sensors;
others. This can be due to for instance: 8: end if _

« intentional interference (e.g., noise jamming) aimed at’ Solve the possibly reduced CC/CCC/CCC2 problem.

inhibiting the functionality of the locating system,

IIl. PROPOSED ALGORITHM
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Figure 2: Block scheme of the proposed robust method forydetdatimation under sensor failure conditions.

A. Outliers cancellation procedure

The considered procedure for outliers rejection in the n = xpmedian|e — mediarfe))), (4)
CC/CCC/CCC2 problem basically performs the evaluation of
the absolute error associated with the estimated delaywe
t. In particular, the equations exhibiting the higher valu
of the absolute error are rejected leading to a new smal
system of more accurate equations. With reference to t
CC/CCCJ/CCC2, the absolute errors are defined as

Fhere mediaf) is the median value of its argumenjs,=
4826 is a constant value detailed ing], [16].% Moreover,x
§'a parameter typically chosen between 2 and 3 that allows to
%riori establish the deepness of outliers excisioi, [[ 16].
In fact, it plays the role of a tuning parameter which manages
X the trade-off between the amount of outliers cancellatiot a
e=ler,...,eq]" =|Xt— bl (3) the overall estimation accuracy. More precisely, a low galu

_ ) o of k (e.g., 2) implies a strong cancellation with a high number
where( is the overall number of equations and it is equal tgf excised equations, meanwhile a large valuerofe.g.

(M? — M) /2 (for CC), (1/4)M* — (1/2)M? — (1/4)M* + 3y qllows the algorithm to delete only the reduced number
(1/2)M (for CCC), and§1/4)]b[4—(1/2)M3+(1/4)M? (for  of the "wrongest’ equations. As shown also 7], these
CCC2) ). Moreover,b is the measurements vector describeghmarks lay the groundwork for a sequential cancellation to
in the right-hand side of the LS equations describeddh [ graqually refine the tuning parameterstarting from a high

Finally, t is the vector containing the estimates of the delayg,| e so as the 'wrong’ equations are little by little idéiet as
t1...,tp-1, @and| - | denotes the absolute value of eachtiers and hence removed. With reference to the proposed
element of the vector argument. framework,  starts from the valu@ (weak cancellation in

Each entry ofe is then used as decision statistic fOFigure 2), and at the next step is reduced to the value
outliers identification. Precisely, each valug is compared (strong cancellation in Figur@). The step size in passing
with a specific thresholg) to decide between two alternativefrom » — 3 to k = 2 is set according to practical aspects
hypotheses, vizIl; (presence of outlier) vél, (absence of gych as the total number of equations and computational
outlier). Once the tests are performed, the equations it.#he requirements (also ensured to be limited because of thedslos
problem for whiche,, > 7 are canceled getting a new reducedyrm and offline evaluation of the pseudo-inverse solution)
size LS problem. As to the threshold it is set equal to the For the reader’s convenience, the pseudo-code of the utlie
median absolute deviation (MABY15], [16], that is cancellation procedure is given in Algorithen

2The MAD outlier detection model is used, for non-Gaussiata,dor its
higher accuracy and robustness due to its independenceaio anel standard ~ 3Note that, the value of. is set equal to 1.4286 in the Literature when
deviation [L5], [16]. Generally speaking, methods based on the median valdata are assumed Gaussian distributed. Then, MAD meashgedeviation
are more robust than those exploiting the mean when data ewag from from gaussianity according with the expression 4. (n this case, data are
gaussianity. Therefore, since we do not have knowledgetabeustatistical related to the absolute error, that, cannot be Gaussiaibdistd. However, we
behaviour of the equation errors, a median-based estimgpoesents the best proved different values for (not reported for brevity), and the best solution
compromise between robustness and accuracy. is provided by that value.
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Algorithm 2 Outliers cancellation procedure.
Input: Model matrix X, measurements vectér N 9\ " 9\ N27
Output:  Indices of the equations marked as P.,(z;NoyM)= ( IQ) (M) (1 - M) " ®)
outliers.
1: for k=310 k=2do z=0,1,..., No,
2:  CCICCCICCC2 solution and absolute error comput&eing, N» the total number of removed equations of type 2

tion, t ande; and 2/M the probability of a single Bernoulli test, i.e., the
3:  Threshold computation using the MAD through);( probability of selecting one sensor.
4: if Equations errors > threshottien Similarly, in the case of cancellation of equations involv-
5: Identification of outlier equations; ing 3 or 4 sensors, the number of warning scores is again
6: Cancellation of the identified outlier equations fron@ binomial random variable, vizrs ~ B(Ns,3/M) and
the system of equations; x4 ~ B(Ny,4/M), whose pmfs are:
7. end if
8: end for z Nz—=
Foo (23 Na, M) = (]f’) (%) <1 B %) SO
r=0,1,...,Ns,

B. Proposed statistical method

After the equations are identified as outliers and cancelgad N
at stage one, the warning scores to ascribe to the sensors are;, (a; Na, M) = WAWE RN 1— 4N
evaluated as follows. Precisely, one warning is ascribed to wal S M M @)
sensor if it is involved in the computation of the cross- or z=0,1,...,Ny.
cross-cross-correlation used in the removed equationtefhe

fore. three different situations could arise: Finally, the total number of warning scores for each sensor

o ) is given by the sum of the three above, i.e.=xzs + x3 +
« the warning is ascribed to 2 sensors because the remoye Assuming a fully random model for the warning scores,

equation considers a cross-correlation (i.e., the rows g;tx]d hence assuming, =3, andz, independent each other, x

) o ) is a random variable whose pmf is given by the convolution
« the warning is ascribed to 3 sensors because the remoygdyeen their pmfs described iB){(7), that is

equation uses a cross-cross-correlation involving 3 dif-
ferent measurements, when two subscripts in the rows of , , _
the LS problem are the same; x(@; Na, N3, Nu, M) =

« the warning is ascribed to 4 sensors because the removed P2 (%: Na, M) % Py, (x5 N3, M) x Py, (x; Ny, M) =
equ_ation derives from a cross—crqss—correlation inv@vi_n N, N Ny 2\P
4 different measurements (rows in the LS problem with Z Z p g—p) \e—q) \ M
four different subscripts). 9=0p=0 (8)

No— — Ns—(q—
Then, the warning score for each sensor is evaluated as the (1 B 3) e (i)q P (1 3 ) a=(a-p)
sum of all the warnings assigned to it. It is worth observing M

M M

that, in the absence of sensor failures, it is expected that (4 )zq< 4 )N4(rq>

the warning scores associated with all sensors are close to X 1—=

. . M
each others, essentially having almost the same number of ) ] ) )
canceled equations. Conversely, when a sensor is undehaying indicated with« the discrete convolution operation.

failure condition, its corresponding warning score will b&€t US note that also the distributioRk(z; No, Ny, Na, M)
much higher than the others. Let us denoteMy, N5, and depends on the specific valugs, Ns, and Ny.

N, the number of outlier equations related to 2, 3, or 4 NOW, for each receiving sensor, the resulting problem can
sensors, respectively. Notice that in the proposed athite, be defined as a binary hypothesis test am_wed at d|sc_r|mg1at|n
such numbers can be obtained at the output of the outlR§tween the absence or presence of a failure, that is,

equations cancellation procedure. Under the null hyp@hes { Hro: sensor working

we assume a fully-random model for the warning scores, Hp,: sensor failure

€)
where all the errors are independent of each other and due to _ ) ) )
random noise only (i.e., without sensor failures). In facider  1he above binary hypothesis testing problem rejects thle nul
H, hypothesis the warnings are due to noise and hence cargg,gomes's by comparing the warning scertor sensor (say
assumed to be uniformly distributed. Now, we can establi¢h”) 0 @ specific significance level, i.e.,
the probability mass function (pmf) of the number of warning
scores associated with each specific sensor. To this end, let (i)
us observe that the warning scores in the case of cancallatio r <
of an equation involving two sensors is a binomial random Hrpp
variable with parameterd’; and2/M, sayxzy ~ B(N2,2/M) where o is a threshold set undef/, hypothesis as the
whose pmf is given by: desired percentile of false failure detections from the pmf

Hp,
Z (10)
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Py(z; No, N3, Ny, M) of (8) once the numberd/,, N3, and Beyond the analysis oPcrp, it is also worth noting that
N, of canceled equations are given (see SectibA ). Sum- the proposed test is derived from assumptions made to movid
marizing, it is worth underlining that the test is perfornfed an analytic criterion to the threshold setting. As a consega,
each sensor. it is necessary to verify how much the resulting threshold

Notice that the value ofx can be set by using8( to provides a false failure detection close to the nominal dhés
compute a preassigned probability of false failure detecti is verified by considering as figure of merit the probability o
For completeness, Algorithn3 synthetically describes thefalse failure detection for théth sensor,PIEf}D, defined as
main steps involved in the statistical algorithm for sensor

failure detection. o _
PFFD:P(I(O >« ‘HF,O), i=0,...,.M—1. (13)

Algorithm 3 Statistical algorithm for sensor failure detection.

Input: Matrix structure ofA/B/C and indices of the equa- Finally, to complement th_e analyses prowded in terms of
tions marked as outliers. Perp and Prpp, the relative frequencies of the number

Output: Indices of sensors detected as under failure, i.e., tRE sensors detected to _be upder fal_lure (., the number of
set;. sensors detected to bg in failure divided by the tqtal numl_)er
\ . of trials) are also considered as performance metric. Bpgloi
L Count!ngNQ, N?” andN4;(i) ) so, information about the inclination of the system in réjeg
2: Counting warning scores™, i =0, ..., M —1, for each correctly working sensors in the presence of one of themmunde
sensor, . . failure is assessed.

3 S?t the threshol@ that ensures t_he desired nominal false Simulations are conducted considering the signal trarsmit
failure rate applying§) particularized tol, Ny, and Ny g by the targets[n|, composed byl000 samples. Since,
obta_med(gt §tep L . the proposed method does not make any assumption about the

4 Testingz™, i =0,..., M —1, for sensor failure, through nature of the incoming signals, the most general situatiiim w
(19. random Gaussian signals is considered. In fact, in a pedctic

scenario the system does not know neither the intercepted

signals come from a radar or communication system nor the
signal properties such as bandwidth, waveform, etc. More

) _ precisely, the signal is generated as a realization of a-zero

A possible competitor of the proposed method for thgean stationary complex Gaussian random process with unit

detection of sensor under failure compares the Warningescgﬁriance and a Gaussian-shaped auto-correlation functign
of each sensor with a heuristic threshold. Specificallysit i

C. Heuristic procedure

given by 2
ps(T) = exp (—;) ,
HF'l . . . ‘ . .
2 Z CP, (11) with o2 = 2 its variance. _T_hen, a replica @fn]_ls generated
Hro at each of the\/ — 1 receiving node characterized by a delay

. ) . ) _uniformly selected in the intervd0, 1] sec (for convenience,
whereP is the total number of equations in which the specifig,g delay at sensor 0 is maintained equal to 0 sec for all
sensor is involved and € [0, 1) a parametric tuning factor that sjmylations). Moreover, the noise contribution is moctbe a
rules the capability of the algorithm to inhibit the acqti®is \yhite circularly symmetric complex Gaussian vector witk th
from a sensor. The parametgcan be a-priori set on the basisggme variance? = o for all the M sensors. Then, the signal
of specific knowledge about the operative environment aad thcaling factory; is set, without loss of generality, equal to 1,
characteristics of the incoming signals. _ hence the SNR level i$/02. Finally, a failure of a sensor is

A possible operative choice could consist in setting thénylated enforcing its corresponding received replicaaeeh
threshold so as the number of canceled equations overcoRgsnoise component only. Since closed-form expressions fo
the number of non-canceled equations for the specific Sensag performance metrics are not available, we resort to Bont
thus resulting; = 1/2. By applying such a majority criterion, carlo counting techniques and estimate them duer= 10°

a conservative behavior of the system is reasonably ensuggd; 4 independent trials for evaluating’(i) and P9
with respect to its tendency in rejecting sensors. This GEhOirespectively. cED FED

has been used in the numerical simulations described in th%efore assessing the performance of the proposed method

next section. we analyze the goodness of the model approximation leading
to equationsy), (6), and (7). To this end, we compare the his-
IV. NUMERICAL RESULTS AND DISCUSSION tograms of the warning scoreg obtained through simulated

In this section the performance of the proposed algorithri§ta with the theoretical pmb). Simulations are conducted
are assessed in terms of probability of correct failureatiete  Under thet, hypothesis, with no sensors under failure and
of the i-th sensor,Pg}D, defined as coun_tlng the _num_ber of warnings for the sensor nunzbé&ke _

consider a situation where the number of rejected equations
_ is equal to N3 = 22 and N3 = 30, respectively, for a
sz)rD =P (x(i) >« ’prl) , i1=0,...,M—1. (12) total of 100 occurrences. The results shown in FigGréand
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others conducted faV, and N, not reported here for brevity) number of equations (e.g28 equations for8 sensors) such
point out that the empirical histograms of the warning ssor¢hat the number of rejected outliers does not differ enougn o
match with their theoretical pmf, thus confirming the valdi different sensors. This behavior can be reduced incredsiag
of the devised model (at least for the considered simulatiommber of available sensors that in turn results in an inerém
parameters). of the overall number of equations.
The sensitivity analysis for the probability of false fagu
detection is shown in Figurs, whereP}Z}D for the sensor
1 = 2 (that is the same as in the correct detection probability
analysis) is shown versus SNR for the same scenario as Figure
4, except for the fact that no sensors are under failure. The
aim of this analysis is to show that the nominal probability
of false alarm is insensitive to the variation of the opemti
oLk ‘ okl parameter values. This property is important from an opegat
0 Nemmgon P Mg point of view since the detection threshold can be set using
@) (b) a given set of parameter values and applied in scenarios
characterized by different parameter values without ialger

Figure 3: Theoretical pmf and histogram (evaluated ovg?e nom(;nal probability of false al?rrln. AIS expectt:edeISSF-
100 occurrences) of the warning scarg. Simulations are CCC and SSF-CCC2 experience a false alarm probability on

conducted considering/ = 8 sensors, andV; equal to a) 22 the Sp‘?c'f'c sensor ar?‘;”d g%, that is n line W't.h Its
and b) 30. theoretical value (i.e10~¢). However, the residual variations

around thel% of the probability of false failure detection

The detection performance analysis starts with Figdre (especially f(-)r. SNR:. 0 dB.) can be explamed ob.servmg
that the decision variable, i.e., the warning scateis an

wher_e thePorp 1S plof[ted as a function of the S.NR' IVloreinteger variable, therefore the threshold computed from th
precisely, sensoi = 2 is selected to be under failure and a

total of M — 8 available sensors is considered. The figur%mf is intrinsically quantized (i.e., it is rounded to thghest

L . interest below that value). This produces an integer tluielsh
compares the proposed statistical sensor failure (SSFI)Odetlo er that the one exactly ensuring the desired probability

applied to CC, CCC, and CCC2 (viz. SSF-CC, SSF-CCC, a0f false failure detection. As a consequence, this rednctio

SSF-CCC2), with respect to the heuristic sensor failureRHS. . .
based methods (viz. HSF-CC, HSF-CCC, and HSF-CCC%ﬁ. the threshold results in an increment of the current false

As to the detection thresholds, for the SSF-based algosithmarm rate._ Additionally, the model devised &) (_:ierlves from_ .
: o considerations that do not exactly match with the realistic
they are set so as to ensure a nominal probability of fal

se . o
failure detectioh equal to10-2, whereas for the HSF-base fuation but that are needed to have an analytic criterion

. . for the threshold estimation. It is also worth observingt tha
methods¢ = 1/2 as previously describedAs can be seen

- . L for low values of Ny, the threshold can never be reached. In
from the curves, the capability of correctly estimating itufa fact for M — 8 and No — 0.1.2.3. the threshold i€, 1.2
for the SSF-CCC and SSF-CCC2 is evident. Moreover, also ./’ N 2T s '

. - . . and 3, respectively, that is the limit for the warning score
their heuristic counterparts ensure satisfactorily penmces o . .
values related to the specific values . This has a direct
for low SNR values, even though a reduced number of sensars
. . . onsequence on the actual false alarm of the SSF-CC (see
(i.e., M = 8) is used. However, the detection capabilities of: . .
IJgureS), where low values ofV, are quite frequent. Finally,

these methods worsen as the SNR increases. This beha\ﬁerfigure also reveals that the HSF-CCC and HSF-CCC2 have

can be explained observing that as the SNR increases, tthe . .
. . . efy low Prrp values, which correspond to lower detection

sub-optimal solution provided by the LS tends to be grag}uaIY -

more accurate (thanks to better estimation of the CorMaﬂperformance as shown in I_:lgune . .

peaks), which leads to a reduction in the overall number 8£F|gure6 shows the relative frequencies (expressed in per-

deleted equations. This latter together with the fact that t ntage) of the number of sensors detected to be undertailur

L , ) . The simulation setting is the same as in Figdrdt can be
heuristic thresholds are fixed, directly reflects in the obse i i
detection losses. Conversely, the SSF-CCC and SSF-CCCZCl?arIy observed that the proposed SSF-CCC and SSF (.:CCZ

ost always declare only one sensor to be under failure.

capable of maintain the same detection level independe reover, from the comparison with Figuteit can be also

Zf thnectii I:Fi)’f ?ﬁga#j;tfz(:lgftgr:|se?:édz ?Jr:tiggsap':li\i/rle sett Fmed that it is the true failed sensor. Conversely, agetqul
q : Y t]‘%rm the detection studies, their heuristic counterparts,

worst estimation appears to be the SSF-CC. This fact “B%F_ccc and HSF-CCC2, show some missed detections that

be explained observing that the SSF-CC retumns a very l?r%rease as the SNR increases because of a lower number of

“Note that, the theoretical threshold is set at each MontdoCgial cancelled equatl.ons associated with fl.Xed thr?Shmds'”F’ma
following the procedure described in Algorithen depending on the values of th€ worst situations are those associated with the SSF-CC
N2, N3, and N4 obtained as output of the first equations cancellation stagand HSF-CC. In fact, SSF-CC has a high number of missed

5Additional numerical results not reportgd here for brewigywe hlghllghted_ detections, while HSF-CC shows a non-negligible number of
that{ = 1/2 represents a good compromise between the number of amnata . . . .

etections associated with two sensors as well as a certain

sensors and the number of discarded sensors. Moreovestitemna reliable : : )
performance for the heuristic competitors. amount of missed detections. However, even though detgctin
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1o the most challenging situation where the proposed SSF-CCC
s

g .. T i and SSF-CCC2 almost always does not declare two failures;
a0k - \*; ---- P . they are capable of detecting only one failure (for &g/
~ a4 . . .
\ Tt of cases). This result is expected since the presence of two
80 f 1 fault sensors over 6 sensors (that corresponds 83% of
= 7 To nodes) yields a significant amount of outliers in most of the
L r ~< 1 . . . .-
< l100 = equations. In such a situation, it is very hard to properkede
o | 1P=] d
S eob ] the two failures. However, increasing the number of sensors
. et lead to a situation in which the equation errors are esdbntia
50T <sr-ccec and SSF-cCC2 HsF-cce | focused on a specific set of equations that could be easily
curves overlapped —=—SSF-CcCC detected and canceled. This is evident in subplot ¢) whereas
40 [ - $- ‘HSF-CCC2 || H i i
SSF-C002 the relative frequency for two detected failure is equalith.
30 : ‘ ‘ ‘ A In the next numerical examples, we generate a partially-
0 2 4SNR(dB)6 8 10 simulated environment where the received signal is acduire

through a real system. Specifically, we collect real-reedrd
Figure 4: Probab”ity of correct failure detection (%) fensor data from a WiFi source (|EEE 802.11 standard with 802.11ac
2 versus SNR. The passive radar compridés= 8 sensors, only and OFDM packages). The signal is composed of 643
with sensor numbe2 set to be under failure. 1&Q samples acquired at a carrier frequency of 5.18 GHz,
with a sampling frequency of 20 MHz. Starting from this
acquisition, the replicas fol = 8 sensors are derived by
imposing a random delay and adding Gaussian noise in order

-0 - HSF-CC —&—SSF-cCC to rule the specific value of SNR. Results in termsHfrp
—6—SSF-CC - -I> - HSF-CCC2 . . .
25} HSF-CCC SSF-ccc2 1 are reported in Fig9 versus SNR. Interestingly, the curves
0 S— 4 behaviour follows the trend observed over fully simulatetad
2 LemmOTTT T 1 with the SSF-CCC and SSF-CCC2 returning the maximum

. performances.

In order to show the benefits of the proposed algorithms
on the TDOA estimation, the related RMSE is estimated.
The RMSE is computed removing the delay corresponding
to each sensor detected as under failure. Additionally, the
Cramér-Rao lower bound (CRLB) for delay estimation is also
reported. In particular, the considered lower bound is thase
the CRLB derived for two sensors in the complex casq [

SNR (dB) that is generalized to multiple sensors as M [21]. The

] - ] . corresponding results are shown in Figure as a function
Figure 5: Probability of false failure detection (%) for sen ¢ the number of sensors for SNR 0 dB. In addition,

2 versus SNR. The passive radar comprigés= 8 Sensors, e standard CC, CCC, and CCC2 algorithms, summarized in

with no sensor under failure. Sectionll and performing no sensor failure detection, are also
considered for comparison purposes. Similarly, the method
used before the failure detection process is considered as

more failed sensors aids in the identification of that damag‘%ompetitor. In particular, the method is indicated as eutli

it also increases the rate of sensors rejection and thus@hcellation ccc (OC-CCC) and its respective RMSE curves
valid measurements, that is the main drawback of the h&urisi e reported in the same figure.
method. Subplots a) and b) refer to case in which all sensors are
Figure 7 shows the reaction time of the proposed methasbrrectly working, whereas subplots c) and d) show the RMSE
in terms of failure detection. Specifically, the figure cam$a behavior when sensor numberis in failure. As expected
the probability of correct failure detection versus the bem subplots a) and b) highlight that all classic methods, viz.
of processed samples that range frotnto 1000. CC, CCC, and CCC2, perform better than their counterparts
As expected, thePcrp grows as the number of dataaccounting for failure detection. Anyway, the respectivgses
increases, but interestingly it can be observed that theqs@d are quite limited especially for SSF-CCC and SSF-CCC2.
SSF-CCC and SSS-CCC2 are capable of ensuring a detectimthe other hand, subplots ¢) and d) show that the classic
probability equal t098.4% with only 50 samples. Therefore, CC/CCC/CCC2 and the OC-CC/CCC/CCC2 methods are not
confirming the applicability of method also in dynamic envieapable of ensuring satisfactory estimation performanenw
ronments. there is at least a sensor in failure. Whereas both SSF-CCC
In Figure 8, we show the percentage of sensors classified asd SSF-CCC2 share good performances with a significant
under failure under a worse scenario with two faulty sensoimprovement in their RMSE performance also with respect
The scenario compriséd = 6, M = 8, andM = 10 sensors, to the HSF-CCC and HSF-CCC2. The curves show that the
respectively. It can be clearly observed that the delse- 6 is RMSE reduces as the number of deployed sensors increases

[

Perp (%)
=
.U-In—

051

o
N
AW
(o]
fee]
1S

© 2022 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



SUBMITTED TO IEEE TRANS. ON AEROSPACE AND ELECTRONIC SYSTEM

This article has been accepted for publication in IEEE Transactions on Aerospace and Electronic Systems. This is the author's version which has not been fully edited and

content may change prior to final publication. Citation information: DOI 10.1109/TAES.2022.3210893

100 . . . 100 . . .
[ SNR =0 dB I S\R =0 dB
I SNR =2 dB [ SNR =2 dB
80 [ ISNR=4dB 80 [ ISNR=4dB
- I SN\R = 6 dB . I SN\R =6 dB
& [ sNR=8dB S I SNR =8 dB
> [ISNR =10dB > [ISNR=10dB
[S] &)
c 60 c 60
(0] ()
=} >
o o
QL Qo
2 40 g 40
kS kS
< oL
20 20
0 - | | | | | 0 | | | | | | |
0 1 2 3 4 5 6 7 8 0 1 2 3 4 5 6 7 8
# of sensors detected under failure # of sensors detected under failure
(a) HSF-CC (b) SSF-CC
100 - - - - - - - - - 100 - - - - - - - -
I SNR = 0 dB [ S\R = 0 dB
I SNR = 2 dB I SNR =2 dB
80 [CISNR=4dB 80 [ ISNR=4dB
. I SNR = 6 dB - I S\R = 6 dB
S I SNR = 8 dB > ESNR =8 dB
> [ISNR = 10 dB > [TISNR = 10 dB
(8] (]
c 60 c 60
Q [}
3 =}
o o
g o
£ £
kS 8
] g
20 20
0 ! J ! ! ! ! ! oL L ! ! ! ! ! J
0 1 2 3 4 5 6 7 8 0 1 2 3 4 5 6 7 8
# of sensors detected under failure # of sensors detected under failure
(c) HSF-CCC (d) SSF-CCC
100 . . . 100 . . .
[ SNR =0 dB I S\R =0 dB
I SNR = 2 dB I SNR =2 dB
80 [ ISNR=4dB 80 [ ISNR=4dB
- I SN\R = 6 dB . I SN\R =6 dB
& [ sNR=8dB S I SNR =8 dB
> [ISNR =10dB > [ISNR=10dB
(8] &)
c 60 c 60
(0] [
=} =}
o o
QL Qo
2 40 g 40
kS kS
< oL
20 20
0 | | | | | | | o L— - | | | | | |
0 1 2 3 4 5 6 7 8 0 1 2 3 4 5 6 7 8

# of sensors detected under failure
(e) HSF-CCC2

# of sensors detected under failure
(f) SSF-CCC2

Figure 6: Relative frequency4) of the number of detected sensors under failure for diffe@NRs. One sensor is set to be
under failure with a number of available sensors for therergystem equal td/ = 8. A total number ofM,. = 1000 Monte
Carlo simulations are performed. Subplots refer to a) H&FH4) SSF-CC, c) HSF-CCC, d) SSF-CCC, e) HSF-CCC2, and f)
SSF-CCC2.
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performs a weak cancellation followed by a strong cancella-
tion of some equations that are identified to be outliers in
the devised overdetermined LS problem. Precisely, at each
cancellation step, the proposed method computes the MSE of
each equation in the system and then rejects those showing
an error that is above a preassigned threshold set according

S to the MAD criterion. Additionally, at the second stage, a
g failure identification rule based on the statistical bebawf
. - ©- -HSF-CC the warning scores has been applied to declare a failureeof on
—&—SSk-CC or more sensors and discard all their respective measutsemen
nerecs ical simulations h d the effecti f th
—a—ssr.cce Numgnca_smu ations have proved the effectiveness of the
- $- ‘HSF-CCC2 algorithm in identifying and rejecting a defective senser a
SSF-CcC2 well as in properly estimating the delays of signal’s reglic
10! 102 103 Moreover, the robustness of the proposed methods in situ-
# of data ations where no sensor is in failure is also demonstrated

observing slight losses with respect to the standard method
Figure 7: Probability of correct failure detection (%) f@nsor Possible future research directions could consist in ebten
2 versus the number of samples. The passive radar comprigesproposed architecture/algorithms to work in environtse
M = 8 sensors, with sensor numbset to be under failure. characterized by multipath as well as in testing the algorit
on real-recorded data.
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Figure 10: RMSE (s) of the delay estimate versus number dfiymseceiving sensotd/ underH g (top) andH g,; (bottom)
hypotheses. Subplots on left and right refer to the diffecemsidered algorithms.
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